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Synopsis

A Library Journal Best Book of 2015A NPR Great Read of 2015The Internet in Russia is either the
most efficient totalitarian tool or the device by which totalitarianism will be overthrown. Perhaps
both.On the eighth floor of an ordinary-looking building in an otherwise residential district of
southwest Moscow, in a room occupied by the Federal Security Service (FSB), is a box the size of a
VHS player marked SORM. The Russian government&#39;s front line in the battle for the future of
the Internet, SORM is the world&#39;s most intrusive listening device, monitoring e-mails, Internet
usage, Skype, and all social networks.But for every hacker subcontracted by the FSB to interfere
with Russia&#39;s antagonists abroad&#151;such as those who, in a massive denial-of-service
attack, overwhelmed the entire Internet in neighboring Estonia&#151;there is a radical or an
opportunist who is using the web to chip away at the power of the state at home.Drawing from
scores of interviews personally conducted with numerous prominent officials in the Ministry of
Communications and web-savvy activists challenging the state, Andrei Soldatov and Irina Borogan
peel back the history of advanced surveillance systems in Russia. From research laboratories in
Soviet-era labor camps, to the legalization of government monitoring of all telephone and Internet
communications in the 1990s, to the present day, their incisive and alarming investigation into the
Kremlin&#39;s massive online-surveillance state exposes just how easily a free global exchange
can be coerced into becoming a tool of repression and geopolitical warfare. Dissidents, oligarchs,
and some of the world&#39;s most dangerous hackers collide in the uniquely Russian virtual world
of The Red Web.
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Customer Reviews

"Having demonstrated the resurgent power of Russia’s secret services in their first book, The New
Nobility, Soldatov and Borogan devote much of The Red Web to tracing the roots of modern
Russia’s surveillance programs back to the KGB. It is a convincing effort, as the authors take the
reader back to the 1950s and show how, for more than six decades, the Soviet and then Russian
state sought to apply its best minds and, eventually, its best technology to the task of knowing who
was doing what, when, where and why." - OpenDemocracy"This unusual book describes a
significant and concealed aspect of current Russian politics.A A The most troubling aspect of

theA A Red WebA A may be its implication for Russia’s evolution and its accommodation with the
West." -A A Library Journal,A A Editors’ Fall PicksA¢a —-A“[Soldatov and Borogan] pull at the roots
of the surveillance system in Russia today, and their research leads them quickly to the paranoid
society of the Soviet Union.A¢a -A+ A¢ga -a sThe Wall Street Journal"A well researched and
disturbing book by two brave Russian authors.A¢a —A+ A¢a —a *The Economist"A gripping book
about of the internet and its censorship in post-Soviet Russia... Having covered technology and the
security services from the start of their careers in the 1990s, the two Russian journalists have
accumulated expert knowledge few can match. And yet they have written a book not for geeks but
for anyone who wants to understand how their country works." A¢a -a Financial TimesA¢a -A“A
masterful study of the struggle between the KremlinA¢a —4,¢s desire to control information and the
unruly world of ordinary digital citizens.A¢a —A+ A¢a -4 *The Guardian (UK)"[An] excellent, highly
readable tale of the ongoing struggle to control digital life in Russia. ...[Soldatov and Borogan] have
gone on to become foremost experts on the Russian secret services, and count among the
countryAg¢a —4,¢s few remaining practicing investigative journalists." A¢a —a «Los Angeles Review
of Books"Andrei Soldatov and Irina Borogan, two of RussiaA¢a —4,¢s top investigative journalists
specializing in espionage, have given us a thrilling account of the online war between Russian
surveillance and digital protesters. ... A superb book by two brave journalists. It deserves to be
widely read because it asks profound questions about freedom and the future of the internet."

A¢a -4 “International AffairsA¢a —A“[Soldatov and Borogan]A¢a -4,¢s incisive and alarming
investigation into the KremlinA¢a -4,¢s massive online-surveillance state exposes just how easily a
free global exchange can be coerced into becoming a tool of repression and geopolitical

warfare.A¢a -A+ A¢ga -4 "ANONYMOUS"The Red Web examines Putin’s power grabs and the



Russian government’s use of surveillance, overt censorship, and intimidation through technology in
recent years." A¢a -4 *Publishers WeeklyA¢a -A“RivetingA¢a -A| A sad story for supporters of
Internet freedom. The authors describe how a relentless security apparatus supported by armies of
A¢a -Ecepatriotic citizen hackersA¢a -4,¢ deploys unevenly against Russian activists and
journalists, resulting in state intimidation, detention, and likely murder.A¢a -A+ A¢a -4 «Library
Journal, Starred ReviewA¢a -A“Russia hands and Net neutrality advocates alike will find plenty to
intrigue in this report from the front lines.A¢a -A+ A¢a -4 Kirkus Reviews"Russian journalists
expose Internet censorship and surveillance in Putin’s Russia." A¢a -4 *Shelf Awareness, Starred
ReviewA¢a -A“[Andrei Soldatov is] the single most prominent critic of RussiaA¢a -a,¢s
surveillance apparatus.A¢a -As A¢a -4 ‘Edward SnowdenAg¢a —A“If you want to know the history
of Russian intelligence, look no further. Revealing, new, and rich in detail. From simple surveillance
to electronic snooping Russian-style, a gripping and important study. This is a book you hope
Russian officials donA¢a -4,¢t find in your luggage.A¢a —A« A¢a -4 Richard Engel, chief foreign

correspondent, NBC News

Andrei Soldatov and Irina Borogan are cofounders of Agentura.Ru and authors of The New Nobility.
Their work has been featured in the New York Times, Moscow Times, Washington Post, Online
Journalism Review, Le Monde, Christian Science Monitor, CNN, and BBC. The New York Times
has called Agentura.ru &#147;a web site that came in from the cold to unveil Russian

secrets.A¢a -Ae Soldatov and Borogan live in Moscow, Russia.

Fascinating read if a little frightening. Great research, fine journalism. From , a very quick delivery.

This was easy to read and informative. It explained Russian interference in citizens’ lives clearly and

makes it easier to understand where the feelings of mistrust of others comes from.

A must read if you want to know what is happening in Russia on this subject.

Excellent read!

It took me about 24 hours to read the whole book - and when | closed the last page, | felt like, well -

| want to read morellt is an in-depth history of the Russian Internet, and the way it has developed

since its very first days.Putting aside the even more history about the phone communications



interception and monitoring (which, by the way, is also amazing - just search the names of the
people, who 'worked’ there - Lev Kopelev and Alexander Solzhenitsyn; and you may be surprised to
find out what they did there), the part about the Internet development is quite precise*.The authors
have done a number of interviews, and have used public (and obviously some not-so-public)
sources of information, and have managed to put them in an order that makes it an intriguing
reading, at moments catching the reader’s breath.The reader (in particular the reader from the USA)
might be also fascinated by the description of Mr. Snowden’s adventures in Russia - there are some
facts, which were not widely known until this book was published.The American reader will also find
more details about the authors of the Russian Internet policy - and these details are much more
precise and factual, than similar accounts, shared for example by Richard Clarke in his book Cyber
War.Here’s a quote from the book, which is among my favorites (p. 304):"[Kolesnikov] insisted that
what the authorities had done to the Internet was entirely immaterial: 'Look, did it affect your
morning coffee?"Today, a year after this conversation took place, the Russian Internet continues to
change, and develop, and in some cases, it may have affected the morning coffee of some people.l
highly recommend this book - you will have fun reading it. * - | happened to have worked
and traveled a lot of times to Russia since 1990s, and especially in the first decade of the XXI
century, so | can confirm personally many of the stories that are described in the book as factually
well written.** - On the picture - my copy of the book, with preferred food and drink for such a

reading.

You need to read this book if you are concerned about government surveillance anywhere, or if you
are a student of Russian history. The authors give us a concise history of surveillance both in and
out of the former Soviet Union and today’s Russia. The treatment of government response to new
technology is enlightening and cause for concern.There is nothing nice | can say about the Cheka’s
newest abbreviation - FSB. It is just a new name for a bunch of thugs wrapped in government titles.
Putin is a former intel officer who has maneuvered his way into a dictatorship. | feel sorry for the

citizens of Russia who deserve better.This book is a keeper.

The authors provide an interesting discussion of the unique features of Russian Internet censorship
that distinguish it from the kind practiced in other countries. | particularly liked the analysis of SORM
and its connection with the Soviet past. The thesis of continuity with the past is fascinating: today

most international Internet traffic moves through one Internet exchange point (MSK-IX) in a way that

is similar to how most telephone calls in Moscow during Soviet times went through one major



telephone station. The artificial bottleneck, of course, facilitates control and censorship.My only
criticism is that the book often reads like an overly literal translation of an original Russian
manuscript. For example, the authors use the word AfA¢A & -A A“perspective research"
(perspektivnye issledovaniya) ("This section took orders and research commissions on perspective
research from all the agencies ...") when what they really mean is either

AfA¢A a -A A“prospectiveAfA¢A & -A A-or AfA¢A & -A A“future researchAfA¢A & -A A-.
They say AfA¢A a -A A“ixingAfA¢A a -A A (fiksirovatAfA¢A a -A 4,¢) ("Nossik also wrote
that ’fixing of all incoming and outgoing Internet traffic of 75 million Russian users requires, without
any exaggeration, petabytes and exabytes of disk space’) when this verb should almost always be
translated as AfA¢A a -A A“recordingAfA¢A a -A A-. Other sentences could be rewritten for
better diction: "He expressed fear that the Internet was building beyond their controlAfA¢A a -A Ae
should be AfA¢A a -A A“He expressed fear that the Internet was developing beyond their

control. AfA¢A a4 -A A« AfA¢A a -A A“Andreevsky FlagAfA¢A & -A A- disguises the fact that
that it is a flag with St. AndrewAfA¢A a -A &,¢s cross. The transliteration of Russian names is
sometimes inaccurate: AfA¢A a -A A“Lev MishkinAfA¢A a -A A«should be AfA¢A a -A A‘Lev
MyshkinAfA¢A & -A A-if the Internet handle is supposed to be modeled on the Dostoevsky
character. The authors also fail to use an accurate transliteration system for the Russian sources in
the footnotes. | translate Russian for a living, and | can say that the book would have benefited from

being more carefully proofread by a native speaker.

AfA¢A a -A A“The Red WebAfA¢A a -A A-is the definitive account of how the Kremlin has
thoroughly co-opted the Russian Internet, turning it into an effective tool for the modern surveillance
state. It's also a haunting commentary on how the Russian Internet was doomed from the outset,
despite all its early promise during the Yeltsin era. As Soldatov and Borogan explain, Russia was
locked into an inferior product AfA¢A a -A & «an Internet that was only marginally free and
expressive AfA¢A a -A 4 «thanks to the way information was viewed by the repressive Soviet
state. Where the book gets bogged down is in all the details of the Soviet era -- but it does a great
job of outlining the key players in today’s digital landscape. If you’ve been following all the twists and
turns of how the Kremlin is trying to get foreign companies to relocate their servers to Russian soil
and all the debate over which sites should be censored and why, this book offers a fascinating back
story.
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